Extra Stand-

° ! . . M365 E5 Azure
Mlcrosoft S data Microsoft feature / solution M365 E3 T E5 add- alone T

ons solutions
governa nce & Data Discovery & Classification of Microsoft 365 data Q °

o o Data Discovery & Classification of other non-M365 data:
prOteCthn, rISk, Sensitivity label extension to assets metadata with Purview Data Governance

(cloud file storage & schematized data assets)

Complla nce & Microsoft Purview Data Governance (Data Map/Catalog, Data Estate Insights...) *
. Information protection & encryption solutions
privacy

Microsoft Purview Information Protection 0

ma nagement Microsoft Purview Customer Key

Microsoft Purview Double Key Encryption

L ]
Solutions With Key Vault (where required for some encryption solutions with CMK/BYQOK) *

Data loss prevention (DLP) solutions

M icrOSOft Pu rVieW Microsoft Purview Data Loss Prevention o) °

Information governance solutions

& MicrOSOft Priva: Microsoft Purview Data Lifecycle Management o]

o o Microsoft Purview Records Management
||Cen5|ng Microsoft Purview Data Connectors (3rd-party data connectors enablement)
° Add-on subscription for ingested data in Microsoft Purview Data Connectors °
OverVIeW Cloud Security solutions
(2023_11) Microsoft Defender for Cloud Apps (formerly Microsoft Cloud App Security) )
Risk Management solutions
Microsoft Purview Insider Risk Management °
Insider Risk Management - Forensic Evidence add-on subscription °
Microsoft Purview Communication Compliance °
Microsoft Purview Information Barriers °
Microsoft Purview Privileged Access Management .
Microsoft Purview Customer Lockbox °
Microsoft Purview eDiscovery (Standard=0/Premium=@) Q .
Microsoft Purview Audit (Standard=Q/Premium=@) Q °
10 years Audit Log Retention add-on for Microsoft Purview Audit (Premium) °
. . Compliance Management
° Basic/partial feature set Microsoft Purview Compliance Manager Q .
e Advanced/full feature set Premium Assessment templates for Microsoft Purview Compliance Manager .

Privacy Management with Microsoft Priva

) Microsoft Priva - Privacy Risk Management
NonSoloSecu "ty-CIOUd Microsoft Priva - Subject Rights Requests
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* New added value for integration
with Microsoft Copilot for Microsoft

365

o} Basic/partial feature set
° Advanced/full feature set

NonSoloSecurity.cloud

Microsoft 365 COMPLIANCE

Extra E5 add-ons /
Microsoft 365 E5

Microsoft 365 E3 ) Stand-alone
Compliance

solutions
Information Protection
Content Explorer - data aggregation only °
Data Classification Analytics (dashboard, Content Explorer & Activity Explorer) [
Sensitive Information Types (SIT) built-in catalog ° [
Classify data automatically based on Advanced SITs: Trainable Classifiers (Machine Learning- .
based) and Exact Data Match (EDM)
Purview Information Protection scanner for content discovery of on-premises files matching . .
any of the SITs
Manual, default, and mandatory sensitivity . .
labeling in Microsoft 365 apps
Sensitivity labeling for containers in Microsoft 365 L L]
Manual sensitivity labeling for scheduled meetings [
Manual sensitivity labeling for Teams online meetings (requires Microsoft Teams Premium) [
Purview Information Protection scanner to bulk apply a label to all files in an on-premises file . .
server or repository
Apply and view sensitivity labels in Power Bl and to protect data when it's exported from . .
Power BI to Excel, PowerPoint, or PDF
Automatic sensitivity labeling in Microsoft 365 apps (client-side) [
Automatic sensitivity labels (service-side) [
Apply a default sensitivity label to a SharePoint Online document library [
Applying conditional access policies via authentication context to SharePoint sites using .
sensitivity labels
Purview Information Protection scanner for automated classification, labeling, and protection .
of supported on-premises files
Apply sensitivity labels to data in 3rd party clouds (requires MS Defender for Cloud Apps) [
Sensitivity label extension to Microsoft Purview Data Governance assets (cloud file storage & .
schematized data assets)
Microsoft Purview Information Protection SDK to apply labels and protection to emails and . .
files for all platforms
Basic Message Encryption (was OME) ° °
Advanced Message Encryption (was OME) °
Microsoft 365 Service Encryption with Customer Key ®
Double Key Encryption [
Information Protection integration with Microsoft Copilot for Microsoft 365
Inheriting labels from input to output for Microsoft Copilot for Microsoft 365 ® [
Sensitivity labels for content generated by Microsoft Copilot for Microsoft 365 °
Apply Double Key encryption (DKE) to prevent MS Copilot for M365 access to sensitive data [
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Data Loss Prevention (DLP)

prlvacy Office 365 Data Loss Prevention (DLP) for emails & files o o

Advanced DLP: DLP for Teams chat, Endpoint DLP, On-premise Scanner DLP, DLP for 3rd

management party cloud apps (requires MS Defender for Cloud Apps), Power Bl DLP

Oversharing pop-ups in Outlook (warn, justify or block emails) L]

L] L]
SOIUtlonS Wlth Dynamic DLP policies with Adaptive Protection (requires Insider Risk Management) °

Cloud Access Security Broker (CASB)

IVI |Cr050ft PU rVIeW Microsoft Defender for Cloud Apps (formerly Microsoft Cloud App Security) .

o o . App Governance add-on for Microsoft Defender for Cloud Apps °
& MlcrOSOft Prlva. Information Governance

Apply non-record retention labels manually ° °

[ ] [ ] [ ]
detalled ||CenS|ng Apply a basic retention policy to the entire organization, specific locations or users o L

o 2 Apply a default retention label for SharePoint/Teams/OneDrive for business libraries, .
OverVIeW ( /3) folders, and document sets and Microsoft 365 Groups
Rules-based automatic retention policies L]
Apply retention policies automatically based on specific conditions (e.g., keywords, phrases, .
properties or sensitive information)
Apply retention policies automatically based on Machine Learning (trainable classifiers) °
Apply retention policies automatically based on an event °
Adaptive Scope retention policies L]
Retention labels disposition review °
Records Management (record labels, file plan manager, records versioning) o
3rd-party data connectors enablement °

3rd-party data connectors - ingested data subscription °
Information Governance integration with Microsoft Copilot for Microsoft 365

Retention policy applies to Microsoft Copilot for Microsoft 365 interactions ° °
o Basic/partial feature set * Use adaptive policies scopes to dynamically target Microsoft Copilot for Microsoft 365
interaction retention policies to specific users and/or retain the exact version of a document L

° Advanced/full feature set

shared in a Microsoft Copilot for Microsoft 365 interaction

NonSoloSecurity.cloud * New added value for integration with Microsoft Copilot for Microsoft 365
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Risk Managament, eDiscovery and Auditing

management Insider Risk Management °

Forensic Evidence add-on in Insider Risk Management L

SOIUtlonS Wlth Communication Compliance °
o o * Communication Compliance to detect business or code of conduct violations in Microsoft
Microsoft Purview

Copilot for Microsoft 365 prompts and responses
& Microsoft Priva. Information Barriers
° Customer Lockhox
detailed Iicensin Privileged Access Management
g Content Search L]

. (3/3) eDiscovery (Standard) ]
OverVIeW eDiscovery (Premium)
Audit (Standard) L
Audit (Premium)
10 years Audit Log Retention add-on °
Compliance Management
Compliance Manager & Compliance Score (with Data Protection Baseline assessment

template only)
Compliance Manager & Compliance Score (with Data Protection Baseline, and 3 Premium

Assessment Templates of choice)

Compliance Manager - Premium Assessment templates on Privacy Laws & Security standards

Privacy Management (Microsoft Priva)

Microsoft Priva - Privacy Risk Management (stand-alone solution) L

Q Basic/partial feature set Microsoft Priva - Subject Rights Requests (stand-alone solution) ®

° Advanced/full feature set

NonSoloSecurity.cloud * New added value for integration with Microsoft Copilot for Microsoft 365
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